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1 Burning a SecurDisc Disc with Nero Burning ROM

In this tutorial you can follow the step by step procedure for compiling a SecurDisc disc.

SecurDisc is a technology developed by Nero and HLDS with which you can create discs
with special protection properties. SecurDisc refers to both a software technology and a
special hardware technology.

Discs that are created with Nero Burning ROM and the SecurDisc compilation type include
data integrity and reconstructability. Additional SecurDisc features include the possibility to
protect the data on your SecurDisc disc against unauthorized access using a password, to
digitally sign the disc, and to configure the data redundancy. In combination with a SecurDisc
supported drive (e.g. from HLDS/LG) PDF files can receive additional copy protection when
burned to a DVD.

To be able to view or access the content of a SecurDisc disc you will need a special
application named Nero SecurDisc Viewer, which can be downloaded free of charge at
www.securdisc.net. The Nero SecurDisc Viewer is also burned automatically to the
SecurDisc disc. Discs can also be read from any drive with InCD or INCD Reader, both
available at www.nero.com.

The following requirement must be fulfilled:

» You have started Nero Burning ROM
To compile a SecurDisc disc, proceed as follows:

1. Select the desired compilation type for a SecurDisc from the selection list.

- The tabs with the configuration options that are valid for this compilation type are
displayed.
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2. Select the Password protection check box on the SecurDisc tab.
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- The SecurDisc — Protect Data window is opened.
SecurDisc - Protect Data

Enter a password ko prokect the marked data against unauthorized

; l‘_., access,

For security reasons the password should be at least 16 charackers
long and should contain letters and numbers.
You can bype complete sentences to be used as a passward.

Warning: Remember vour password! Without it wou will be unable
ko access SecurDisc password protected documents,

Password: Hide typing

bt

Passwiord quality:

e

Passward confirmation:
****l

[ Ok ] [ Cancel

3. Enter the desired password in the Password input area and then click the OK button.

When appropriate, a wizard offers suggestions in an additional Tips dialog box
when entering and selecting the password. The wizard estimates the security
level, i.e. the quality of the password, during entry.

4. Select the Digital signature check box on the SecurDisc tab.
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- The SecurDisc — Digital Signature window is opened.
SecurDisc - Digital Signature (3w

~_:{‘-’ To digitally sign the disc wou need a key.
o Please select a private key from the lisk below,
Keep this kew confidential and do nak diskribute ik,

Send only the corresponding public key to the disc recipient.

I 1

Browse, ..

Mero can create a digital key For wou in case vou do not have
one ar wou wank ko create a new one.

o« | o)

5. Click the Start button to create a digital key.

- The SecurDisc — Create Digital Key window is opened.
6. Read the instructions and click the Next button.
- The SecurDisc Key Creation Process window is opened.

7. Move your mouse at random until the creation process is complete.

- You can monitor the status of the creation process using the progress bar. The Next
button is enabled as soon as the process is complete.

8. Click the Next button.
- The SecurDisc — Key Creation Completed window is opened.
9. Enter a file name for the key you have created and click the Finish button.

- The SecurDisc — Digital Signature window is opened again and the selected key
appears in the drop-down menu.

10. Click the OK button.

- The corresponding window is opened to inform you that the disc is being digitally signed
with the selected key.

11. Click the OK button.
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You can pass on the relevant public key to recipients to enable them to verify the
signature.

12. Click the New button.

- The New Compilation window is closed and the selection screen is displayed.
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SecurDisc Selection Screen

13. Select the files/folders that you want to burn from the browser area.

14. Drag the required files/folders into the compilation area on the left side.
- The files are added to the compilation and displayed in the compilation screen. The

capacity bar indicates how much space is required on the disc.

15. Click the Burn Now button.

You can selectively enable the password protection for individual files by marking
the desired file in the compilation screen and clicking the Protect button.

=>» You have compiled a SecurDisc disc and can now burn the disc.

Burning a SecurDisc Disc with Nero Burning ROM



